Data Protection Quarterly Updates
(July — September 2021)

The Personal Data Protection Commission (“PDPC”) published seven decisions between July and
September 2021 after concluding the following investigations:

(a) Six investigations relating to the Protection Obligation (as defined below) under the Personal Data
Protection Act (“PDPA”); and

(b) One investigation relating to the Transfer Limitation Obligation (as defined below) under the PDPA.

The following table summarises the directions imposed in each of the seven decisions:

Name of decision Obligation(s) breached Directions imposed
SAP Asia Pte Ltd [2021] Protection Obligation Financial Penalty - $13,500
SGPDPC 6

Seriously Keto Pte Ltd Protection Obligation Financial penalty - $8,000
Sendtech Pte Ltd Protection Obligation Financial penalty - $9,000

(reduced from $10,000
following the representations
made by the company)

Specialised Asia Pacific Protection Obligation Warning

Pte Ltd

NUlnternational Transfer Limitation Directions to implement intra-

Singapore Pte Ltd and Obligation group agreements or binding

Newcastle Research and corporate rules in relation to

Innovation Institute Pte transfers of personal data

Ltd [2021] SGPDPC 5 outside Singapore and review
consent and notification
processes

Carousell Pte Ltd Protection Obligation Did not breach PDPA

Singapore Protection Obligation Did not breach PDPA

Telecommunications

Limited [2021] SGPDPC 7
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We outline below some decisions of interest relating to the enforcement of the Protection Obligation and
Transfer Limitation Obligation.

NUinternational Singapore Pte Ltd & Others [2021] SGPDPC 5
Comments

Section 26(1) of the PDPA requires overseas transfers of personal data to be made in accordance with the
requirements prescribed under the PDPA to ensure that the receiving organisation provides a standard of
protection to personal data so transferred that is comparable to the protection under the PDPA (“Transfer
Limitation Obligation”).

This decision emphasises the importance of complying with such requirements before the transfer is
made, even if the receiving organisation may already be subject to data protection laws that may be
comparable to the PDPA. Organisations that do not comply with the procedural safeguards of the PDPA in
respect of overseas transfers would be in breach of the Transfer Limitation Obligation.

As a practical matter, where personal data is transferred overseas within a corporate group, it is usually
more straightforward to establish written intra-group agreements and/or binding corporate rules for
compliance with the Transfer Limitation Obligation before such transfers are made.

Facts

NUInternational Singapore Pte Ltd and Newcastle Research and Innovation Institute Pte Ltd (“SG
Entities”) were subsidiaries of a United Kingdom company (“UK Entity”), which also controlled a related
company in Malaysia (“Malaysia Entity”). The SG Entities had previously transferred records containing
personal data of Singapore-based individuals from the SG Entities to the UK Entity and Malaysia Entity.
The databases containing those records, as managed by the UK Entity and Malaysia Entity, were
subsequently infected by ransomware, resulting in exfiltration of personal data of Singapore-based
individuals by the threat actor.

Decision

The Commissioner of the PDPC (“Commissioner”) found that the SG Entities were in breach of the
Transfer Limitation Obligation.

Pursuant to the Personal Data Protection Regulations 2014 (“PDPR 2014”) (which were in force at the
time and identical to the latest regulations in all material aspects relating to the Transfer Limitation
Obligation), organisations may comply with the Transfer Limitation Obligation by relying on either of the
following grounds:

(a) Reliance on Legally Enforceable Obligations: Organisations must ascertain and ensure that the
receiving organisation overseas is bound by legally enforceable obligations in accordance with the
requirements in Regulation 9(1)(b), which include any (i) law; (ii) contract or any binding corporate
rules; or (iii) other legally binding instrument; or
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(b) Reliance on Consent: Under Regulation 9(3)(a), organisations may rely on the individual’s consent
to overseas transfers, provided the requirements in Regulation 9(4) are satisfied, which include the
requirement to give the individual a reasonable summary in writing of the extent to which the
personal data to be transferred to that country or territory will be protected to a standard
comparable to the protection under the PDPA."

The Commissioner found that the SG Entities did not comply with either of the grounds outlined above in
respect of the overseas transfer of personal data.

The SG Entities did not implement any intra-group agreements, binding corporate rules, nor any other
legally binding instrument to ensure a comparable standard of protection to the transferred personal data.
While the SG Entities contended that the laws of the United Kingdom applied to the UK Entity and
Malaysia Entity, and would therefore provide the transferred personal data a comparable protection to the
PDPA, the Commissioner noted that the SG Entities did not conduct such an assessment before the
transfer and therefore took the view that there was a breach of Regulation 9(1)(b) of the PDPR 2014.

In the alternative, the SG Entities argued that the overseas transfer of personal data relating to certain
individuals complied with Regulation 9(3)(a) of the PDPR 2014, as consent was obtained prior to such
overseas transfer. However, the Commissioner took the view that the SG Entities did not comply with
Regulation 9(4) of the PDPR 2014 as they did not provide such individuals a summary in writing of the
extent to which their personal data would be protected to a standard comparable under the PDPA.

Consequently, the SG Entities were directed by the Commissioner to implement intra-group agreements or
binding corporate rules and make the necessary changes to its consent and notification processes in order
to comply with the Transfer Limitation Obligation.

A copy of the decision may be accessed here.

SAP Asia Pte Ltd [2021] SGPDPC 6

Comments

Section 24 of the PDPA requires an organisation to, among other things, protect personal data in its
possession or under its control by taking reasonable security arrangements to prevent unauthorised
access, collection, use, disclosure, copying, modification, disposal or similar risks (“Protection
Obligation”). Although an organisation may engage vendors to process personal data on its behalf, the
organisation will still be responsible for compliance with the Protection Obligation.

! Further, the transferring organisation must not have required the individual to consent to the transfer as a condition of
providing a product or service, unless the transfer is reasonably necessary to provide the product or service to the individual,
and the transferring organisation must not have obtained or attempted to obtain the individual's consent for the transfer by
providing false or misleading information about the transfer, or by using other deceptive or misleading practices. In addition,
individuals may withdraw their consent to any overseas transfer.
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In this decision, the PDPC observed that the Protection Obligation requires organisations to clearly and
accurately convey their requirements to vendors and that a failure to properly communicate business
requirements can result in insecure collection, processing, and disclosure of personal data. Further, the
PDPC also highlighted the importance of pre-launch testing in order to identify data protection risks before
new features are deployed in a live environment. Such pre-launch testing should be appropriately scoped
to simulate real-world use of the new features. Inadequate pre-launch testing can potentially constitute a
breach of the Protection Obligation.

Facts

SAP Asia Pte Ltd (“SAPA”) had engaged an external vendor (“Vendor”) to develop a new programme
(“Programme”) within SAPA’s existing human resources system to automate the process of issuing
payslips to former employees. SAPA had intended to use the Programme to email multiple payslips to
multiple former employees simultaneously in one execution. However, this intention was not properly
communicated to the Vendor, and the Vendor had therefore designed the Programme to email a single
payslip to a single employee at a time.

Subsequently, when SAPA executed the Programme with the intention to generate and deliver payslips to
43 former employees in one execution, 29 former employees were emailed their own payslips as well as
the payslips of other employees. In all, the personal data of 43 former employees was improperly
disclosed, including names, NRIC or FIN numbers, employee numbers, bank account numbers, and salary
information.

Decision

As the Vendor was not a data intermediary that was processing personal data on behalf of SAPA, the
Commissioner found that SAPA was therefore solely responsible for the protection of personal data in
compliance with the Protection Obligation.

The Commissioner held that SAPA was in breach of the Protection Obligation as:

(@)  SAPA did not ensure that the specifications provided to the Vendor accurately reflected SAPA’s
intended use of the Programme being developed; and

(b)  SAPA did not accurately scope pre-launch testing of the Programme to simulate the full range of
intended use of the new feature.

In particular, the Commissioner noted that SAPA’s instructions to the Vendor on the Programme were
contained in a short service request containing the words “the selected employee” and that this reference
to using the feature for a single employee had been repeated by SAPA when later responding to other
queries from the Vendor, for example: “This is for employee [sic] who have left the organization”. SAPA did
not adequately communicate its business requirements to the Vendor, which resulted in the Programme
being designed in an insecure way.
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In addition, the Commissioner noted that SAPA’s breach of the Protection Obligation had been
compounded as it did not adequately test the Programme. SAPA’s representative conducted only two test
scenarios as part of user acceptance testing, and neither scenario involved issuance of multiple payslips.

Accordingly, the Commissioner directed SAPA to pay a financial penalty of $13,500. As remedial actions
were already implemented by SAPA, no further directions were issued by the Commissionner.

A copy of the decision may be accessed here.

If you would like information or assistance on the above or any other area of law, you may wish to contact the
Partner at WongPartnership whom you normally work with or any of the following Partners:

LAM Chung Nian

Head — Intellectual Property,
Technology & Data

d: +65 6416 8271

e: chungnian.lam
@wongpartnership.com

Click here to view Chung Nian’s CV.

Kylie PEH

Partner — Intellectual Property,
Technology & Data

d: +65 6416 8259

e: kylie.peh
@wongpartnership.com

Click here to view Kylie’s CV.
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