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I Executive summary

Global fraud has skyrocketed in 2023. Scams, in
particular, are growing rapidly with the increase of
real-time payments and the use of cryptocurrency,
with Singapore being no stranger to this — it has
been reported that between August 2022 and 2023,
scammers stole an estimated of S$1.4 trillion glob-
ally, with victims in Singapore losing the most money
on average. However, the majority of the fraudsters
behind such scams are based outside of Singapore,
and in some cases, in locations that are completely
unknown — limiting what local law enforcement can
do and making the recovery of assets an uphill task.
In the face of such an unprecedented and evolving
threat of fraud, Singapore, as with other jurisdic-
tions, has had to respond rapidly on multiple fronts
to strengthen enforcement against the perpetrators.
Apart from enhancing Singapore’s legislative frame-
work to increase regulatory oversight of the crypto-
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currency industry, the Singapore Courts have also
responded with ground-breaking decisions intro-
ducing novel tools to assist victims of fraud in their
efforts to urgently locate, freeze and recover assets
from fraudsters.

In this chapter, we discuss the options that fraud
victims have in respect of asset tracing and recovery,
and the potential challenges they may face in Singa-

pore.

" Important legal framework and statu-

tory underpinnings to fraud, asset tracing
and recovery schemes

In fraud cases, it is imperative to act urgently to
prevent fraudsters from disposing of or diminishing
the value of the stolen assets. In recent years, it is
not uncommon that such stolen assets take the form
of cryptocurrency or NFTs. As cryptocurrency and
NETs are “susceptible to being transferred by the click of a
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button, throngh digital wallets that may be completely anony-
mons and untraceable to the owner, and can be easily dissipated
and hidden in cyberspace” (as opined by the Singapore
High Court in CLLM » CLLN and ors [2022] SGHC 46
(“CLAM”)), this heightens the need for tools to locate
and freeze such assets pending any judgment being
obtained against the fraudster.

In Singapore, the Courts have the power, pursuant
to section 18(2) read with paragraph 5 of the First
Schedule of the Supreme Court of Judicature Act 1969
(“SCJA”) and section 4(10) of the Civil Law Act 1909,
to grant injunctions, disclosure and search orders in
aid of a claimant. In the context of fraud and asset
tracing, such orders would commonly be granted on
an interim basis, and under the right circumstances,
on an urgent basis without notice to the respondent or
even before the originating process is issued.

In particular, the Courts can grant a proprietary
injunction, which is aimed at preserving property
over which a claimant has a claim and which allows
the claimant to reclaim its ownership or possession of
the property if it is ultimately successful in its claim
against the wrongdoer.

The Courts also have at their disposal the power to
grant a freezing injunction which aims to freeze the
assets of the defendant either domestically or world-
wide, without limitation to the stolen assets. Famously
described as one of the “nuclear weapons” of civil
litigation, a claimant seeking a freezing order would
have to show that there is a real risk that the defendant
would dissipate his assets to frustrate the enforce-
ment of an anticipated judgment of the Court, which
requires proof on a much more exacting standard than
when seeking an interim proprietary injunction (which
requires demonstrating that the balance of conveni-
ence lies in favour of granting the injunction).

The difficulty in obtaining such injunction orders
is compounded in a case where the actual identity of
the fraudster is unknown and where the stolen asset,
particularly cryptocurrency, has been routed through
various channels, such as digital wallets and crypto
exchanges, by the fraudster in an attempt to hamper
tracing efforts, rendering the location of the asset
unknown.

In such a situation, ancillary disclosure orders can be
granted by the Courts to assist the claimant in locating
the property, and in the case of a freezing injunction, to
assist the claimant in determining the existence, nature
and location of the defendant’s assets, clarifying ques-
tions of title concerning the assets, and identifying the
parties involved in the fraud as well as third parties
to whom notice of the injunction should be given. A
search order can also be sought to enable a claimant to
enter the defendant’s premises to search for, inspect
and seize documents and materials to prevent the
destruction of incriminating evidence.

A combination of these orders targeted at locating,
preserving and recovering stolen assets were granted
in two decisions of the Singapore High Court
involving cryptocurrency and an NFT, in which the
Court confirmed (for the first time, and following
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suit from other jurisdictions such as the UK and

Malaysia) that civil proceedings can be commenced
against unknown persons and injunctions obtained
against them in order to prohibit the unknown
persons from disposing of or diminishing the value
of the stolen assets.

In CLM, an American entrepreneur discovered
that Ethereum and Bitcoin with a value of over US$7
million had been stolen from him and then dissipated
through a series of digital wallets, which the Court
observed as having appeared to have been “created
solely for the purpose of frustrating the [claimant’s] tracing and
recovery efforts, and which had either no or negligible trans-
actions other than the deposit and withdrawal of the Stolen
Cryptocurrency Assets”.

The claimant commenced proceedings against the
persons unknown, and sought both a proprietary
injunction and a worldwide freezing order to prohibit
them from dealing with, disposing of, or dimin-
ishing the value of the stolen assets. In addition, the
claimant sought ancillary disclosure orders against
two operators of crypto exchanges for, among other
things, information and documents collected by the
crypto exchanges in relation to the owners of the
accounts which received the stolen cryptocurrency.
The Court granted the proprietary injunction and
worldwide freezing order, the first of its kind granted
in Singapore against the assets of persons unknown,
as well as the ancillary disclosure orders.

In the decision of Janesh s/o Rajkumar v Unknown
Person  (“CHEFPIERRE”) [2022] SGHC 264
(“CHEFPIERRE”) rtcleased just several months
later, the claimant brought an urgent application to
Court for,among other things, an interim proprietary
injunction prohibiting the defendant from dealing
with an NFT, as well as permission to serve the Court



papers on the defendant via Twitter, Discord, and

the defendant’s cryptocurrency wallet address. The
defendant’s identity was not known to the claimant,
but went by the pseudonym “chefpierre.cth”.

The Court held that while the forms in the Rules
of Court 2021 in relation to commencing claims in
Singapore require that the name and identification
of a defendant be stated, so long as the description
of the defendant is sufficiently certain to identify the
persons falling within or outside of that description,
strict compliance with the formality requirements in
this respect was not required. In any case, even if
the requirement for the defendant to be named was a
strict one, the description of the defendantin CHEF-
PIERRE was such that the Court would waive any
such non-compliance with the Rules of Court 2021.

The Court in CHEFPIERRE thetefore allowed
the claimant’s application for permission to effect
service via the various online platforms. In doing
so, the Court clarified that it had the power to allow
substituted service out of jurisdiction under the Rules
of Court 2021, while also affirming previous Singa-
pore decisions allowing substituted service to be
effected via online platforms. This demonstrates the
Singapore Courts’ willingness to afford flexibility to
claimants in commencing proceedings against fraud-
sters who may have an unknown identity or physical
location, which is a critical tool in aid of recovery
efforts against fraudsters.

In addition to the above, section 18(2) read with
paragraph 12 of the First Schedule of the SCJA
permits the Singapore Courts to grant a Norwich
Pharmacal order against third parties, requiring those
third parties to disclose documents or information to
the claimant to assist the claimant in identifying the
person or persons who may be liable to the claimant.

The same statutory provisions also permit the Court
to grant a Bankers Trust order. The purpose of a Bankers
Trust order is to obtain disclosure of information from
third parties, and are typically utilised in claims for
fraud where a claimant seeks confidential documents
from a bank (or, in recent cases, crypto exchanges) to
support a proprietary claim to trace assets.

In this regard, while changes to the English civil
procedure rules (in particular, the addition of para-
graph 3.1(25) to Practice Direction 6B of the UK
Civil Procedure Rules 1998) and subsequent English
High Court decisions have confirmed that Norwich
Pharmacal and Bankers Trust orders can be served on
entities (such as crypto exchanges) outside the juris-
diction (see, for example, LMN v Bitflyer Holdings Inc.
and others [2022] EWHC 2954), the Singapore Courts
have yet to rule on this. In CLM, for example, this
issue did not arise as although Bankers Trust orders
were sought against two crypto exchanges incorpo-
rated overseas, these defendants also had operations
in Singapore. Further, the Court declined to consider
whether a Bankers Trust order should be granted, as
the crypto exchanges were already parties to the
proceedings, and therefore were not non-parties. It
would, however, be likely for the Singapore Courts
to adopt a similar, more permissive stance to issuing
(and permitting service of) Norwich Pharmacal and
Bankers Trust orders to third parties overseas, partic-
ularly when such third parties are increasingly based
outside the jurisdiction. In this regard, the Rules of
Court 2021 that came into operation on 1 April 2022
have adopted an expanded approach in permitting
service of orders out of jurisdiction, and the Court
would consider “if the application is for the production
of documents or information (i) to identify potential parties
to proceedings before the commencement of those proceedings
in Singapore; (ii) to enable tracing of property before the
commencement of proceedings in Singapore relating to the prop-
erty” (paragraph 63(3)(u), Supreme Court Practice
Directions 2021, which is similarly worded to para-
graph 3.1(25) of the Practice Direction 6B of the UK
Civil Procedure Rules 1998).

The cases of CLM and CHIEFPIERRE demon-
strate that the Singapore Courts are willing to recog-
nise that there is at least a serious question to be tried
or a good arguable case that crypto assets are prop-
erty and can be the subject of interim proprietary
injunctions. More recently, in the case of Bybit Fintech
Ltd v Ho Kai Xin and Ors [2023] SGHC 199 (“Bybit”),
the Singapore Courts have taken a step further, and
in granting summary judgment to the claimant,
determined that crypto assets are choses in action
and therefore property capable of being held in trust.
In Bybit, the Court declared a constructive trust over
the crypto asset (USDT), and held that the claimant
(from whom the first defendant had transferred
quantities of USDT to addresses secretly owned and
controlled by her) was the legal and beneficial owner
of the USDT — paving the way for victims of cryp-
tocurrency fraud to avail themselves of proprietary
remedies before the Singapore Courts.
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I I I Case triage: main stages of fraud,
asset tracing and recovery cases

Time is always of the essence in fraud, asset tracing
and recovery cases. The first step is to ensure that as
much information and evidence is gathered in respect
of the fraud in order to formulate a legal and asset
recovery strategy. This must be done swiftly and
decisively as fraudsters look to erase or hide evidence
of their wrongdoing and avoid being identified. It is
therefore important to involve technical experts at an
early stage to deploy technological tools to assist in
evidence gathering and recovery, as well as to pick up
on trails left behind by the fraudsters that may yield
useful information and evidence.

As a second step, the claimant should decide on
the jurisdiction(s) where the claim should be brought
against the wrongdoer, and how this impacts the
claimant in obtaining injunction, search and/or
disclosure orders. Where the fraud is cross-border in
nature, it is especially critical for the claimant to have
an appreciation of how the legal mechanisms available
in various jurisdictions can complement one another.

Where multiple jurisdictions are available, it would
also be necessary to consider the question of whether
proceedings should be commenced concurrently in
cach of the available jurisdictions, or whether it would
be more advantageous to commence proceedings in
one main jurisdiction, and thereafter enforcing the
orders obtained in that jurisdiction in the other avail-
able jurisdictions.

In this regard, it is worth noting that the Singapore
Courts are widely supportive of foreign proceed-
ings and have broad powers to grant interim relief
in aid of such proceedings. In practice, the Singa-
pore Courts are also generally willing to give effect
to injunctions or other orders obtained outside Singa-
pore, by granting similar orders to that effect.

For instance, the Singapore Courts can grant
freezing injunctions in aid of foreign proceedings
so as to assist the claimant in ensuring that if he is
successful in those proceedings, he would have assets
in Singapore over which to enforce the foreign judg-
ment. In Bi Xiaogiong v China Medical Technologies, Inc
(in lignidation) and anor [2019] 2 SLR 595, the Court
held that its power to do so is subject to at least two
conditions: that the Court has 7z personam jurisdiction
over the defendant; and the claimant has a reason-
able accrued cause of action against the defendant
in Singapore. Importantly, there is no requirement
that the Singapore proceedings have to terminate
in a judgment rendered by the Court that issued
the injunction, and the freezing injunction can be
granted even where the Singapore proceedings are
stayed in favour of foreign proceedings.

Following this decision, provisions were introduced
in 2022 to the Singapore Civil Law Act 1909 to enable
the General Division of the High Court of Singapore
to grant any type of interim relief (as long as it also
has the power to grant such relief in proceedings
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within its own jurisdiction) in aid of foreign Court

proceedings, even if there are no substantive proceed-
ings in Singapore. This is commonly known as “free-
standing” interim relief. With these amendments, the
Court’s powers to grant relief in aid of foreign Court
proceedings appear to have been broadened markedly.
However, as there are yet to be any reported decisions
of the Singapore Courts on these new provisions, how
the Courts will exercise this power (particularly as the
amended provisions still permit the Court to refuse
to grant relief if it considers that its lack of jurisdic-
tion over the subject matter of the proceedings would
make it inappropriate to do so) remains untested.
Further, by amendments to the Reciprocal Enforce-
ment of Foreign Judgments Act 1959 (“REFJA”),
which came into effect in 2019, foreign interlocutory
orders such as freezing orders and foreign non-money
judgments obtained in foreign gazetted territories
can be enforced in Singapore. Such amendments
plug along-standing gap as freezing orders (not being
“final and conclusive” judgments) were not previ-
ously capable of enforcement under the Act. At the
moment, these amendments apply only to judgments
from the superior courts of Hong Kong that are
registrable under the REFJA. With the recent repeal
of the Reciprocal Enforcement of Commonwealth
Judgments Act 1921 on 1 March 2023, Singapore’s
legal framework for the statutory recognition and
enforcement of foreign judgments in civil proceed-

ings is now streamlined and consolidated such that



foreign judgments issued by stipulated courts from

the Australia, Brunei, India, Malaysia, New Zealand,
Pakistan, Papua New Guinea, Sri Lanka, the United
Kingdom, and the Windward Islands and are also
registrable under the REFJA. Currently, only money
judgments that are final and conclusive as between
the parties to the judgments from these Courts are
registrable under the REFJA, but it is expected that
this will be expanded to be in line with judgments
from Hong Kong,.

Once proceedings are commenced, the third step
involves obtaining the relevant injunctions, search
orders and/or disclosure orders as elaborated on in
the previous section. In this regard, claimants must
be mindful that injunctions obtained in Singapore are
usually accompanied by undertakings. For instance,
before a worldwide freezing injunction is granted by the
Singapore Coutts, it is usual that the claimant under-
takes to seck permission before (1) enforcing thatinjunc-
tion any other jurisdiction, or (2) starting proceedings
against the defendant in any other jurisdiction.

More information about the wrongdoer and the
wrongdoer’s assets will often be obtained at this
stage. It is critical to reassess the overall legal and
asset tracing strategy as new information becomes
available to ensure efficacy and efficiency in the
conduct of legal proceedings.

For instance, the claimant may be able to iden-
tify other wrongdoers against whom recourse could

be had. This may necessitate further parties being

added to existing legal proceedings, either as defend-
ants or parties against whom further orders need to
be sought. Indeed, this was the case in CLLM, where
as a result of the claimant’s further investigations
and disclosure by the second and third defendants,
the claimant identified two other persons who were
involved in the transfer of assets which were traceable
to the crypto assets which were the subject matter of
the claim, and proceeded to join them as fourth and
fifth defendants in the Singapore proceedings.

Where the legal and asset tracing strategy is
conducted effectively, this may result in the wrong-
doer being more amenable to enter into a settlement
on terms favourable to the claimant. This usually
results in significant time and costs savings for
the claimant. Where there is no settlement of the
dispute, the proceedings will either proceed to trial
(if the defendant contests the proceedings), or a judg-
ment will be entered in default (if the defendant does
not contest the proceedings).

Once a judgment is obtained against the defend-
ants, the fourth step is to execute the judgment
against the assets of the defendants can be taken.
We discuss the key challenges in this regard under
Section V below.

In cases where the defendants are unable to satisfy
its debts (including a judgment debt), the claimant
may consider commencing insolvency or bankruptcy
proceedings the defendants, which could aid in maxim-
ising recovery. In that regard, it is worth noting thatin
the recent decision of Loh Cheng Lee Aaron and another v
Hodlnant Pte Ltd (Zhu Juntao and others, non-parties) [2023]
SGHC 323 (“Hodlnaut”), the Singapore Courts
clarified that a company’s obligation to repay crypto-
currency to its creditors counts as debts owed by the
company, and is relevant to determining whether the
company is insolvent for purposes of commencing
winding up proceedings against the company (i.e., that
the company was unable to pay its debts). By this deci-
sion, it is now clear that creditors can, under section
125(2)(c) of the Insolvency, Restructuring and Disso-
lution Act 2018 commence insolvency proceedings
without needing to first obtain a court judgment for a
liquidated sum of money denominated in fiat currency,
by proving that the company is unable to pay all its
debts (including its liabilities denominated in crypto-
currencies) as they fall due.

IV Parallel proceedings: a combined civil

and criminal approach

While it is possible to pursue parallel civil and crim-
inal proceedings against fraudsters in Singapore, from
an asset recovery perspective, civil proceedings play a
more impactful role. Thisis a function of the different
intended purposes and outcomes of criminal and
civil proceedings — criminal proceedings are aimed
at deterrence and/or criminal punishment, while the
objective of civil proceedings is to provide compensa-

tion and/or recovery of assets to the claimant.
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For example, in a recent decision on a disposal
inquiry in Lim Tien Hon William v 1ing Kok Hna [2023]
SGHC 18, the Singapore High Court determined that
in a contest between two individuals who were both
victims of cryptocurrency fraud, the stolen asset should
be returned to the party who was the lawful possessor
of the asset at the point of seizure. In reaching this
decision, the Court clarified that its ruling was based
on provisions of the Criminal Procedure Code, and
had no effect on a Civil Court. Parties are thus free
to commence civil proceedings to assert their rights.

Defendants in civil proceedings may also try to use
the fact that they are subject to criminal proceedings
as a means to delay the civil proceedings brought
against them. This was precisely the scenario in the
Singapore High Court case of Debenho Pte 1.td and
or v Envy Global Trading Pte 1.td and Ng Yu Zhi [2022]
SGHC 7. Mr. Ng Yu Zhi (“NYZ”) sought a stay of
civil proceedings brought against him for, among
other things, fraudulent misrepresentation, on the
basis that he also faced criminal charges arising out of
the same facts (alleged fraud surrounding an invest-
ment scheme involving physical nickel trading). Two
of the criminal cheating charges brought against NYZ
were in respect of the claimants in the civil suit. NYZ
argued, among other things, that he enjoys the right
of silence and the privilege against self-incrimination,
both of which will be infringed if the civil suit is not
stayed, and he would suffer prejudice if the civil suit is
not stayed because of the burden of having to prepare
for both sets of proceedings concurrently.

The High Court dismissed the stay applica-
tion because it was insufficient for NYZ to simply
invoke his right of silence and privilege against
self-incrimination, both of which are not automati-
cally engaged merely because he has been called upon
to defend himself in a civil action. NYZ failed to
show how requiring him to defendant himself in the
civil suit will give rise to a real (and not just notional )
danger of prejudice. In particular, the High Court
held that section 134(2) of the Evidence Act 1997
precludes any incriminating answers that NYZ may
give under cross-examination in the civil suit from
being proved against him in the criminal trial.

However, claimants should bear in mind the possi-
bility of such arguments being deployed by wrong-
doers to delay civil proceedings against them, espe-
cially where the wrongdoer is able to show a real

danger of prejudice.

V Key challenges

A longstanding challenge faced by claimants who are
victims of fraud and seeking to recover stolen assets
is the lack of information. This is especially when a
wide array of tools is now available to fraudsters to
mask their identity and location, as well as to move
stolen assets quickly and seamlessly, making asset
tracing and recovery efforts against the wrongdoer a

costly and time-consuming exercise for the claimant.
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That said, in the context of crypto fraud, identi-
fying the last known location of the stolen crypto
assets is relatively straightforward. This is because
common crypto assets such as Bitcoin and Ether
utilise decentralised blockchains ledgers which are
public information.

The challenge lies instead in accessing the crypto
assets. The transfer of and access to crypto assets
are controlled by a set of digital keys and addresses.
While the transferor is able to transfer crypto assets
to any public address, the transferee must have
a unique private key to access the crypto assets
received. Private keys can be kept in custodial wallets
(e.g., with a crypto exchange) or in non-custodial
wallets (where one stores one’s own private keys).
Both types of wallets can be either hot (connected to
the internet) or cold (disconnected from the internet).

Where the defendant or the third party (or crypto
exchange) in possession of the wallet is known, the
private keys can be obtained through discovery.
Claimants need to be aware that the third party/
crypto exchange might not cooperate, and that they
may have to adopt other strategies to exert pressure
on the platforms to comply with such court orders.
Where crypto assets are controlled by overseas
exchanges, it may be possible for the court to order
that they be transferred into the court’s control in
order to facilitate with future enforcement. In Joseph
Keen Shing Law v Persons Unknown & Hunobi Global
Limited [2023] 1 WLUK 577, the claimant obtained
a wotldwide freezing order and a default judg-
ment against the fraudsters. While Huobi had not
permitted the fraudsters to access the accounts (and
Huobi had indicated its intention to cooperate with
any order made) the English Court considered that
that “may not necessarily occur and continue to be the case, and
of course the court has no control over any of the relevant defend-
ants, all of whom are based exclusively ontside the jurisdiction
of this court”. The Court thus ordered the transfer of
the funds subject of the worldwide freezing order
into the jurisdiction, and Huobi to convert the crypto
assets to fiat currency and credit them to the claim-
ant’s solicitors, or to credit the crypto assets to the
claimant’s solicitors who will convert them into fiat
currency (to be onwards transferred into the client
account or to the court’s office).

Where the crypto asset is associated with keys
kept in a cold wallet, claimants may need to explore
utilising technology to aid asset recovery (see discus-
sion under Section VII below).

VI Cross-jurisdictional mechanisms:

issues and solutions in recent times

Fraud and asset tracing are increasingly cross-border
in nature. The fraud is either in itself cross-border,
or the asset stolen is usually moved overseas. There-
fore, as discussed above, it is critical to devise a
multi-jurisdictional strategy in fraud and asset tracing
which involves identifying the potential jurisdictions



involved, the various positions each jurisdiction
takes in respect of injunction and disclosure orders,
and whether enforcement of such orders granted by a
foreign Court poses a challenge.

The challenges that arise from cross-border fraud
and asset tracing are nonetheless alleviated by the
Singapore Courts’ willingness to recognise and grant
relief in support of foreign proceedings, making
Singapore an attractive jurisdiction for claimants to
consider when coming up with their legal and asset
tracing strategy.

VI I Using technology to aid asset

recovery

One big obstacle claimants often face in asset
recovery of crypto assets is when the fraudsters have
transferred the crypto assets into a cold wallet (i.e., a
device that is disconnected from the internet). In this
regard, the media recently reported that the Singa-
pore High Court, in an unreported decision granted
a worldwide freezing order in the form of an NFT.
The order was tokenised and minted as a Soulbound
NFT and permanently attached to the cold wallets in
question. Soulbound NFTs are a type of NFTs that
are tied to the wallet in question and cannot be trans-
ferred or traded. They serve as a warning to third
parties who may transact with the wallet in the future
that the wallet is involved in a hacking incident. The
party who obtained the order also designed a process
to keep watch on the funds leaving the wallets (which
would most likely be how the fraudsters would even-
tually seck to extract value from the crypto assets).
This process would track and alert exchanges if trans-
actions were made out of the cold wallet. In cases
where the exchanges are cooperative, the claimant

would have been able to prevent a further dissipa-

tion of assets. On the case management front, it has
often been discussed that a potential claimant would
likely have to work with technical experts to preserve
as much technical evidence as possible as most fraud
today would involve some digital or technical aspect.
Fraudsters would also not shy away from using tools
readily at their disposal to hide their identity and
location, and the location of the stolen assets.

Artificial intelligence (“AI”) has been touted as
one of the new tools to be deployed in asset tracing.
Al may be able to complete in seconds what may take
a human months or years to do, and has been used in
systems designed to trigger alerts when transactions
that have a high risk of being fraudulent are detected,
or in systems touted as being able to trace, within a
very short period of time, communication between
email addresses belonging to persons of interest
and their bank accounts. The fact that Al is able to
process voluminous and complex data autonomously
to identify trends and patterns without (or with very
minimal) human intervention is a significant benefit
that claimants should take advantage of.

Nonetheless, there remains a question as to how
reliable AT results are. In the long-drawn litigation
in the UK in Bates v Post Office Ltd (No 6: Horizon
Issues) Technical Appendix [2019] EWHC 3408 (QB),
an I'T system had detected unexplained discrepancies
in various accounts. That led to successful private
prosecution of more than 900 ex-employees for theft,
false accounting and/or fraud. The system was later
found to contain software bugs, errors and defects
“far larger number than ought to have been present in the
system if the system)| were to be considered sufficiently robust
such that they were extremely unlikely to be considered the
canse of shortfalls in branches”. Serious doubts were then
raised in respect of the reliability of such evidence. It
therefore remains to be seen the extent to which Al
can reliably assist in asset tracing and recovery.
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® VI I I Highlighting the influence of digital

currencies: is this a game changer?

While the general steps to be taken in respect of fraud

concerning cryptocurrencies and tokens are similar
to traditional assets, they give rise to different legal
issues due to the unique nature of crypto assets.

The Singapore Court has recently conclusively clar-
ified that digital currencies are considered “property”
in the eyes of the law. Prior to this, the Singapore
Courts (and the courts in many other jurisdictions)
had only opined on this issue on an interim basis.

To provide some context, it has been long regarded
that there are principally two categories of property:
(a) a “chose in possession” (referring to physical assets,
which digital currencies, such as Bitcoin, are not); and
(b) a “chose in action”. This categorisation arises out
of a dissenting English Judge’s finding made in 1885
(Colonial Bank v Whinney [1885] 30 Ch.D 261).

We consider a hypothetical example of one depos-
iting monies with a bank. Prior to the deposit, the
monies exist in the form of physical cash, which is a
“chose in possession”. Once the monies atre deposited,
they no longer have a physical presence, and they are
a “chose in action” (where the proprietary right arises
from the fact that action can be taken against the bank
to enforce your rights in the monies deposited).

Unlike monies deposited with a bank, cryptocur-
rencies reside on the blockchain (which are pockets of
data replicated across the network). In the case of a
decentralised network, there is no particular issuer (.e.,

nothing equivalent to a central bank). Strictly speaking,
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therefore, there is no one against whom an action can
be taken to enforce the rights in the crypto asset.

What about the digital wallets opened with crypto
exchanges? Do they not operate similarly to banks?
What is in the digital wallet, however, is not the cryp-
tocurrency itself, but the private keys allowing one
to access or control the cryptocurrency residing on
the blockchain. It is therefore not necessarily the
case that a proprietary right arises against the crypto
exchanges in respect of cryptocurrency residing on
the blockchain simply because the crypto exchanges
hold digital wallets. Further, not all cryptocurrencies
are stored with crypto exchanges; many choose to
create cold wallets for added security.

As stated in Section II above, the Singapore High
Court has found that crypto assets (such as stolen
Bitcoin, Ethereum, and NFT) are property. In Bybi,
the Singapore High Court highlighted two strong
reasons for this: first, cryptocurrency has generally
been considered as “moveable property” in the Rules
of Court 2021; and second, cryptocurrencies fall
within the classic Azsworth definition of property
(namely, that it must be “definable, identifiable by third
parties, capable in its nature of assumption by third parties,
and have some degree of permanence or stability”). The
Singapore High Court went on to find that crypto
assets can be classified as “choses in action”; one of
the two recognised categories of property.

That said, it should be noted that cryptocurren-
cies are unlikely to be treated in exactly the same
manner as state-issued fiat-currency — in particular,
a claim for crypto assets may be treated as a claim
for property that can result in traditional monetary



damages in the event of a failure to deliver up, but not
aliquidated claim in and of itself. This is because in a
previous unreported decision Algorand Foundation 1.1d
v Three Arrows Capital Pre Itd (HC/CWU 246/2022),
the Singapore Court found that a debt denominated
in stable coin is not a money debt capable of forming
the subject matter of a statutory demand. Similarly,
in Hod/lnaut, the Singapore Court declined to hold that
“cryptocurrency should be treated as money in the general sense”
as this was not a question that was necessary to decide
the case, remarking that there has not “been any accept-
ance in any major commercial jurisdiction of cryptocurrency as
being equivalent to a daily medium of exchange, which wonld

call for similar treatment in Singapore”.

IX Recent developments and other

impacting factors

Singapore is in the epicentre of combatting commer-
cial fraud, cyber scams and crypto fraud. Other than
civil proceedings which have been discussed above,
industry-specific efforts have been made to curb such
fraud and scams.

For instance, following a widespread SMS
phishing attack impersonating a bank in Singapore in
2021 that resulted in $13.7 million lost in days by at
least 790 victims, the Association of Banks in Singa-
pore Standing Committee on Fraud worked with
the Monetary Authority of Singapore (“MAS”) and
Singapore Police Force to coordinate the industry’s
continuous anti-scam efforts in the banking industry.
Recently, in October 2023, MAS and the Infocomm
Media Development Authority published a joint
consultation paper proposing a Shared Responsi-
bility Framework for phishing scams, which assigns

duties on financial institutions and telecommunica-
tion companies to mitigate such scams, and requires
payouts to victims should such duties be breached.

Legislatively, regulations are continually being
introduced to address cryptocurrency frauds. One
example is the Singapore Payment Services Act 2019
that was amended in 2021 in a bid to strengthen
the laws that govern digital payment tokens. In
particular, the scope of the Act was expanded to
confer on MAS powers to regulate service providers
of digital payment tokens (“DPTs”) that facilitate the
use of DPTs for payments, and may not possess the
moneys or DPTs involved (termed as Virtual Assets
Service Providers, or “VASPs”).

The Financial Services and Markets Bill was also
introduced in 2022 to build upon and enhance the
existing regulation of VASPs. Recognising the need
to mitigate the risk of regulatory arbitrage (where no
single jurisdiction has sufficient regulatory hold over
a specific VASP due to the internet and the digital
nature of its business), such VASPs which provide
digital token services outside of Singapore are now
regulated as a new class of financial institution, with
licensing and ongoing requirements to ensure that
MAS has adequate supervisory oversight over them.

While such regulatory steps have been taken in
a bid to deter and prevent fraud before it can even
take root, ultimately, civil remedies are still the main
means to counter the effects of fraud.

The above discussion demonstrates that while the
landscape of fraud has been irretrievably altered,
Singapore (both on the part of the Courts and the
regulators) continues to rapidly evolve to adapt
to these changes, offering new and novel tools to
victims of fraud to equip them to face these chal-
lenges head on. cor

Commercial
Dispute
Resolution

181



182

Headquartered in Singapore, WongPartnership LLP is a market leader and one of the
largest law firms in the country. We offer our clients access to our offices in China and
Myanmar, and in Abu Dhabi, Dubai, Indonesia, Malaysia, and Philippines, through the
member firms of WPG, a regional law network. Together, WPG offers the expertise of
over 400 professionals to meet the needs of our clients throughout the region.

Our expertise spans the full suite of legal services to include both advisory and
transactional work where we have been involved in landmark corporate transactions, as
well as complex and high-profile litigation and arbitration matters. WongPartnership is
also a member of the globally renowned World Law Group, one of the oldest and largest
networks of leading law firms.

| At WongPartnership, we recognise that our clients want to work with the best. As a
/ W‘?"NG partnership of exceptional individuals, we are committed in every way to making that
PARTHNERSHIP

happen.

© www.wongpartnership.com

Wendy Lin is the Deputy Head of WongPartnership's Commercial & Corporate Disputes Practice and a Partner in the
International Arbitration Practice.

Wendy has an active practice spanning a wide array of high-value, multi-jurisdictional and complex commercial, fraud
and asset recovery disputes before the Singapore Courts, and in arbitrations conducted under various arbitral rules. She
is presently serving her third term as Co-Chair of the YSIAC Committee, and is a member of the Singapore Academy of
Law’s Law Reform Committee.

Wendy has consistently been recommended in legal publications and is widely recognised as one of the top
enforcement / asset recovery practitioners in Singapore; with sources noting she is “a phenomenal and utterly compelling
advocate who is in a class of her own", and “a first-class advocate, with the unparalleled ability to cut through numerous complex
facts, extract the winning arguments, and to convey them effectively, with absolute charm and ease”.

¥ wendy.lin@wongpartnership.com

Joel Quek is a Partner in WongPartnership's Commercial & Corporate Disputes Practice.

His main areas of practice are in litigation and arbitration, involving commercial, corporate, shareholder and employment
disputes across a range of sectors including energy, commodities, gaming, finance, transport, construction and healthcare.
Joel also has an active investment treaty arbitration practice, acting for both private investors and State parties.

Prior to entering private practice, Joel served as a Justices' Law Clerk to the Chief Justice and Judges of the Singapore
Supreme Court. His experience also includes a placement with Fountain Court Chambers in London where he worked
with barristers and King's Counsel on a variety of matters in the English Commercial Courts. In addition to his practice,
Joel teaches trial advocacy in the National University of Singapore and previously taught commercial conflict of laws in
the Singapore Management University.

¥ joel.quek@wongpartnership.com

Jill Ann Koh is a Partner in WongPartnership's Commercial & Corporate Disputes Practice.

She has an active court and international arbitration practice in a wide range of complex, high-value and muilti-
jurisdictional disputes, including in the areas of corporate and commercial, shareholder, investment and contractual
disputes. She also regularly advises on a broad range of legal issues including matters relating to corporate governance
and compliance, tenancy and employment.

Jill graduated from the Singapore Management University, which she represented in the Philip C. Jessup International
Law Moot and the Willem C. Vis International Commercial Arbitration Moot. She is admitted to the Singapore Bar.

M jillann.koh@wongpartnership.com

Leow Jiamin is a Partner in WongPartnership's Commercial & Corporate Disputes Practice.
Her practice involves a wide range of court and arbitration matters, ranging from commercial and corporate, cross-
border, fraud, asset recovery, to intellectual property disputes. She is also fluent in Mandarin and regularly acts for
Mandarin-speaking and Chinese clients.
Jiamin currently serves in the Cybersecurity and Data Protection Committee, Intellectual Property Committee of
the Singapore Law Society, the Asset Recovery Next Gen Committee, and the ICC Singapore Arbitration Group Core
Committee. She was mentioned in The Legal 500 (Asia Pacific) in 2019, and IAM Patent 1000 (Singapore) in 2020.

She was placed Joint 4" in the 2014 Singapore Bar Examinations, and was awarded two distinctions (Intellectual
Property Law and The Singapore Institute of Legal Education’s Prize for the Top Student in Family Law). Besides being
legally trained and qualified, Jiamin also holds a Bachelors of Engineering.

¥ jiamin.leow@wongpartnership.com

FRAUD, ASSET TRACING & RECOVERY 2024 SINGAPORE



	Back to Top
	Editorial
	Contents - Expert Analysis Chapters
	Contents - Jurisdiction Chapters
	Preface
	Russian assets: recovering the unrecoverable
	China due diligence in crisis 
	Cryptocurrency fraud and asset recovery 
	The English courts and international asset tracing 
	Cutting through the complexities of NPLs in the Middle East:
lessons from the frontlines
	The procedural basis to appoint a Receiver and their tactical and practical value in international enforcement of judgments and awards
	Investigating a sovereign: the unique challenges
	Bermuda
	British Virgin Islands
	Cayman Islands
	China
	Cyprus
	England & Wales
	Guernsey
	Hong Kong
	India
	Ireland
	Jersey
	Liechtenstein
	Malaysia
	Singapore
	Switzerland
	United Arab Emirates
	USA
	Back to Top
	Editorial
	Contents - Expert Analysis Chapters
	Contents - Jurisdiction Chapters
	Preface
	Russian assets: recovering the unrecoverable
	China due diligence in crisis 
	Cryptocurrency fraud and asset recovery 
	The English courts and international asset tracing 
	Cutting through the complexities of NPLs in the Middle East:
lessons from the frontlines
	The procedural basis to appoint a Receiver and their tactical and practical value in international enforcement of judgments and awards
	Investigating a sovereign: the unique challenges
	Bermuda
	British Virgin Islands
	Cayman Islands
	China
	Cyprus
	England & Wales
	Guernsey
	Hong Kong
	India
	Ireland
	Jersey
	Liechtenstein
	Malaysia
	Singapore
	Switzerland
	United Arab Emirates
	USA

